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Chapter 1: Introduction

About This Guide

This guide helps you get the most out of the CA Nimsoft Monitor for Flow Analysis
solution. The guide contains the following sections:

Introduction--information about this guide and an introduction to Flow Analysis
concepts

Getting Started--covers the steps needed to start using Flow Analysis
m  Prerequisite Components
m  Setting up the Reporter Portlet
m  Configuration--covers necessary configuration tasks for:
m  Port access and routers that provide network flow data
m  Flow Analysis probe and Collector system

m  Flow Analysis portlet and GUI

Reports--describes the Flow Analysis GUI, its controls, and the flow data reports
that are available

Troubleshooting--describes product use problems and their solutions

Flow Analysis Concepts

Flow Analysis has been designed to integrate a view of the traffic flowing through your
network with QoS data and alarms, all viewable in the Nimsoft Unified Management
Portal (UMP). With Flow Analysis you can:

Immediately identify the interfaces, hosts, and applications that generate the most
traffic in your enterprise. This information is essential for short-term and long-term
troubleshooting.

Review Nimsoft alarms together with flow data so you identify network problems
quickly.

Analyze trends in applications, hosts, and conversations per class of service. This
information helps you optimization your network infrastructure for application
performance.

Chapter 1: Introduction 7



Flow Analysis Concepts

Flow Analysis Terminology
NetFlow

NetFlow refers to the protocols (NetFlow versions 5, 7, and 9, as well as IPFIX, Jflow,
sFlow, cflowd, Rflow, and NetStream) that enable collection of IP traffic statistics on
network device interfaces. A router is configured to export flow information, sending
UDP packets that contain flow statistics to a collector.

Flow information is useful in answering the following sorts of questions:
m Do you know all of the applications running on your network?
m  What are the application traffic patterns?

m  Which applications and hosts are consuming the most bandwidth?

m  How much link capacity do | need in the future? Is more bandwidth really the
answer to my performance problems?

Conversation

A conversation is a session of subnet-to-subnet or user-to-user (host-to-host) traffic. The
Flow Analysis portal displays this information--you can find out whether a particular
conversation is causing a traffic spike on an interface, for example, and identify the top
volume-based conversations.

Flow

A flow is a set of IP packets that pass a network observation point during a certain time
interval. A flow may consist of Flexible NetFlow, Sampled NetFlow, NetFlow v5, v7, or
v9; sFlow version 5; or any comparable versions of IPFIX, Jflow, cFlow, or NetStream.

Interface

An interface is a point of connection, such as a Serial, Frame Relay, Fast Ethernet, ATM,
or PVCinterface. Flow Analysis reports on any logical interface that is enabled on a
supported router that has flow enabled. The portal displays the interfaces that are
monitored in your environment.
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Flow Analysis Concepts

Protocol

A protocol is a standard for regulating communication between computers. Common
protocols include: HTTP, SNMP, FTP, and VolIP. The information that is displayed may
include the top protocols in and out for a particular interface. This information can help
identify which application is causing network traffic. You can also create and run reports
to determine which protocols and applications are used by different groups in your
organization.

QoS (Quality of Service)

QoS (Quality of Service) is a defined level of performance--quality of transmission and
service availability--in a data network.

Report

A report is a display of collected data, which you can view in the Flow Analysis portlet in
UMP. You can export reports as comma-separated value (CSV) files.

Chapter 1: Introduction 9






Chapter 2: Getting Started

This section contains the following topics:

Prerequisite Components (see page 11)

Deploy the Flow Analysis Reporter Portlet (see page 12)

Configuration (see

page 15)

Prerequisite Components

Refer to the Flow Analysis Installation Guide and confirm that all necessary software

components are installed, licensed, and operational:

Flow Analysis Installation

NMS System

UMP System

Nimsoft
Monitor Server

ump

L

NIS

N

F
|
N

Flow Analysis Reporter
portlet

Legend

[ cCA Nimsoft software
[] CA NetQoS software
[ Third-party software

Flow Analysis Collector

Mimsoft Robot

Flow Analysis Collector
and
Flow Analysis Database

Flow Analysis
Collector probe and
snmptd probe
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Deploy the Flow Analysis Reporter Portlet

Flow Analysis is comprised of these components:
m NMS System - Nimsoft Monitor Server and NIS database

m  UMP System - Unified Monitoring Portal (UMP) and the Flow Analysis Reporter
portlet

m  Collector System - Flow Analysis Collector and Database, a Nimsoft robot, and the

Flow Analysis Collector probe and snmptd probe

Note: Flow Analysis Collector and Flow Analysis Database are based on CA NetQoS
Harvester and Reporter/Analyzer products, respectively.

Deploy the Flow Analysis Reporter Portlet

To configure Flow Analysis components, and view the flow data reports, the Flow
Analysis Reporter Portlet needs to be deployed within the Unified Monitoring Portal
(UMP).

To get started, follow these steps:

1. Confirm that the ump_flow probe has been deployed on the UMP system robot.
This can be checked in Infrastructure Manager. Find the UMP system robot icon,
and the ump_flow probe icon should be visible beneath it and green in color. To
review the installation instructions, see the section "Install Flow Analysis Reporter
Portlet" in the Flow Analysis Installation Guide).

2. Launch UMP (http://<IPaddress_of UMP_system>)

3. Follow the steps below to add the Flow Analysis tab to UMP.

Note: A more complete treatment of configuring pages and portals within UMP is
available from the UMP online help in the section Welcome > Getting Started with
umMP.

1. Addan empty page: In the top left of UMP, choose: Add > Page, assign a name
to the new page (we recommend "Flow Analysis"), then click the check mark to
confirm and save.

L @ Add - & Manage ¥

= Portlet

Flow Analysis
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Deploy the Flow Analysis Reporter Portlet

2. Adjust the layout of the page: Select the new page, then select Manage > Page
Layout > 1 Column from the menu in the top left of the browser window and

click Save.
®
|
E I

» & Add ¥ " Manage ¥

Ll
Cl

F Freeform ) 2 Columns (30/70)  (7) 1-2 Columns (30/70) ) 1-21 Columns
Q 1 Column ) 2 Columns (70/30) ) 1-2 Columns (70/30) ) 2-2 Columns

=
=

2 Columns (50/50) ) 3 Columns

Save
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Deploy the Flow Analysis Reporter Portlet

3. Install the Flow Analysis portlet into the new page: Choose Add > Portlet. Then
select Flow Analysis under Monitoring, and click Add.

¥ (@ Add* . Manage ¥

Search applications (zearches as yvou type).

- Collaboration [+]

2 Monitoring ]
AccountAdmin Add

AlarmConsole Add
Flow &nalysis Add
ListDesigner Add
ListWiewer Add
MaintenanceMode Add
PerformanceReportsDesigner Add
ReportScheduler Add
SLAReports Add
SLM Add
UnifiedReports Add
UnifiedServiceManager Add
= Tools [#]

Drag a portlet to place it on the
page.

o7

4. The portlet is loaded into the page, starts, and finds available Flow Analysis
collectors. Those that are found are displayed in the Collector drop down list in the
form "hub/robot/domain."

Note: The discovery_server probe must be running on the NMS host for the
Collector drop down list to display Flow Analysis Collectors. If an existing Collector is
not listed in this drop-down menu, it may not have been discovered yet. Restarting
the discovery_server and discovery_agent probes will cause discovery to re-run and
find additional Collectors.

5. Select the desired Collector from the drop down list.

6. The main Flow Analysis page displays these three charts of TopN reporting data:
1. Top Interfaces
2. Top Hosts
3. Top Applications.

Note: If you have just started the system, then data may not show up until a
fifteen-minute interval has passed.

You can drill down within the data displayed by clicking on the blue links. See the
section on Flow Analysis Main Page (see page 32) for details.
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Configuration

Configuration

Flow Analysis configuration consists of the following tasks:

Configuring Flow Analysis

Collector System Flow Analysis Config GUI
' Q pootpgeggs 5 Configure
—> r I Flow Analysis Probe
(UDP)
=y %
Server
Administrator 15
Network Devices
Configure
Collector
Enable {NetQoS Harvester)
Flow Data on I
Interfaces
Y
[ 1] CA Nimsoft software Configure
Legend [__] CA NetQoS software Reports
[ ] Third-party software

A system administrator with knowledge of Windows Server 2008 and full administrative
rights on the hosts performs these configuration steps:

1.
2.

Open Port 9995 to UDP traffic on the Flow Analysis Collector system

Enable NetFlow (or other flow-monitoring protocol) on network device interfaces as
desired (a network administrator with administrative access to these devices may
be needed to perform this step)

Configure the Flow Analysis probe
Configure the Flow Analysis Collector

Configure Reports.
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Confiduration

Open Port 9995

Open Port 9995 to UDP traffic on the Collector host. Confirm that UDP traffic can
traverse between your network devices and the Collector host using this port.

Enable NetFlow on Network Devices

To enable NetFlow on NetFlow-capable routers, complete the following steps on each
router that supports NetFlow versions 5, 7, or 9.

Note: Before you begin, collect the following information for each router that you plan
to monitor:

- Source address

—  SNMP read community string

- NetFlow version (if applicable)

Flow Protocols Supported:
m  NetFlow v5, v7, and v9
m  sFlow version 5

m  |PFIX, Jflow, cFlow, and NetStream standards that comply with the standards for
NetFlow v5, v7, or v9

Follow these steps:

1. Save a backup copy of the current configuration to a TFTP (Trivial File Transfer
Protocol) server or to the desktop.

2. Execute the copy run start or wr mem command before you make any changes to
the routers that you want to monitor.

Running this command helps ensure that all current configurations are saved to
static memory in case the router locks up or reboots.

3. Configure NetFlow export by entering the following I0S commands in the order
shown:

ip flow-export version <version _number>

ip flow-export source <interface>

ip flow-export destination <IP address of the installation system>
9995

ip flow-cache timeout active 1

Note: For the second command in the series, the IP address of the source interface
can change. Cisco recommends that you configure a loopback source interface to
use.
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Configuration

4. For each logical interface, navigate to the interface and enter:
ip route-cache flow

or
ip flow ingress (for newer versions of IOQS)

5. Configure index persistence on each router by using the following command:
config# snmp-server ifindex persist

Note: Routers in the Cisco 7200 Series, 7500 Series, and 12000 GSR family support
index persistence.

6. Verify that you have a Sup Il or greater supervisor engine, if you use Catalyst 6500
and 7600 switches.

Note: For additional Catalyst 6500 and 7600 switch commands, refer to Cisco's
NetFlow commands documentation.

Verify that Flow Data is being Received

On the Collector system (where the Flow Analysis Database software component is
installed), go to the D:\NETQOS\Netflow\datafiles\Harvester\Work directory. There
should be several files in this directory named <numeric_value>-9995.tbn.inc. There
may also be additional files with the same naming scheme with a .tmp extension. If you
see <numeric_value>-9995.tbn.inc files that are larger than 0 KB, this indicates that flow
data is being received.

Opening the Configuration GUI

Click the Configure button 5 at the top-right of the Flow Analysis GUI in UMP to open
the configuration GUI in a separate window:

CA Nimsoft Monitor for Flow Analysis

353 CA Nimsoft Monitor for Flom Analysis -
253 Al Routers

(D 10.0.40.33
(110.0.40.34
CD1w.05.21 Log Fie Size (MB)*: | 100 E3
110079
(D 10.08.199
(11008200
S 10.08.201 DBServer: | 172,19.0.24

s || Collector Configurations

Loglevel®: |5 -Debua i

DB User Name™: | netaas

T
g

.......................................

J10.0.8.237
Dw0e11
Dwos12
CI10.03.13
[mELXERTS
D095
w0316
CI10.0.8.17
CIwes.18
D099
Dw0s20
CIw.50.21
w5022
D503
[110.50.24
CI10.50.25
I10.50.28
Dws027
[110.5.0.28
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Confiduration

When the configuration GUI is launched for the first time, there is no data in the
left-hand frame to display until a Collector is enabled. With a Collector enabled, a
hierarchy of network devices is shown.

In the right-hand frame are two tabs, Probe Configurations and Collector
Configurations, which control settings for the Flow Analysis Probe and Collector
respectively.

Configure Flow Analysis Probe

The Probe Configurations tab in the Flow Analysis Configuration GUI allows you to set
and change these attributes:

Probe Configurations Collector Configurations
DB Server:  127.0.0.1
DE Username™®: | netgos

DE Password®;

Log Level*: |2 - warm W

Log File Size (MEX*: 10

4

Field Description

DB Server IP address of the Flow Analysis Database.

DB Username User name for the Flow Analysis Database. The default is
netqos.

DB Password Password for the DB Username. The default is netqos.

Log Level Level of detail for the log file. The most detailed level is 5,
debug.

Log File Size (MB) Maximum size, in megabytes, for the log file.
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Configuration

Confidure Flow Analysis Collector

The following attributes for the Flow Analysis probe are set using the Collector
Configurations tab from the Flow Analysis configuration GUI.
Follow these steps:

1. Make sure the Windows Administrator User and Password you entered during
installation were successfully stored in the database.

Typically this is handled during installation, but occasionally an error occurs.

Important! If the Windows Administrator User and Password (which are the same
as the DSA Administrator Username and DSA Administrator Password on the
Collector Configurations tab) are not stored in the database, Flow Analysis does not
have access to the Collector share on the Collector system and no data can be
collected.

Do the following steps to confirm the user name and password are set:
a. Open the following log file for viewing:
C:\tmp\ia\NimsoftFlowAnalysis.log
b. Look for the following text:
SUCCESS: Flow Analysis Collector credentials configured.

If the text is present, the Windows Administrator User and Password you entered
during installation were successfully stored in the database.

If the text is NOT present, enter the credentials in the DSA Administrator Username
and DSA Administrator Password fields in the Collector Configurations tab.

2. Enter the SNMP Trap Destination.

3. Reboot the Collector system to instantiate these changes.

Probe Configurations Collector Configurations

D34 Administrator Username®: | ddminiskrator

D54 Adriniskrakar Password®;

SMMP Trap Destination™: | 127.0.0.1
Time Offset in Seconds®: | 180

.
W

Note: The configuration changes made here are applied to the Collector that is currently
selected in the top bar menu of the Flow Analysis reporting GUI.
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Confiduration

Field Type Description

DSA Administrator IP Address \ A Windows user that has administrative

Username string privileges on the Collector system. Typically
this is set during installation of the Collector.
If you do not know the DSA administrator
name, check with the server administrator.
Example: 127.0.0.1\administrator (the
default)

DSA Administrator string Password for the DSA Administrator.

Password

SNMP Trap IP address IP address of the robot that controls the flow

Destination and snmptd probes on the Collector system.

Time offset in integer >0 Number of seconds to subtract from the

Seconds

ending time of queries to the database. The
default is 180 (3 minutes). For example, if you
request a report for the last 15 minutes at
10:00, the query interval is pushed back 3
minutes to 9:42 to 9:57. This returns the
15-minute reporting interval of data that
ends during that time, the data for 9:30 to
9:45. If the database is queried for data up to
the current minute, the data may not be
available yet and no data is returned. The
3-minute offset avoids issues caused by
database latency. If you request data for the
last 15 minutes at 10:03, data for 9:45 to
10:00 is displayed.

Generally, the faster the Collector System is,
the shorter this interval can be, and vice
versa.

Important! Do NOT change this value from

the default unless instructed to do so by CA
Nimsoft Technical Support.

More information:

No Data Displayed in Reports (Time Delay in Reported Data) (see page 37)
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Configuration

Set Up SNMP Profiles

SNMP Profile

Mew  Delete

Active

es

Enabled
fes
Yes

Yes

Clicking on All Routers in the tree displays the SNMP Profile screen in the right-hand

frame:

Descripkion Management Po
snmpy3-profile 161
public 161
snmpyl-profile 161

SMMP Yersion
SHMP w3
SHMP w2
SHMP 1

Active:

Profile Reank Description:

1 Enabled*:

50
99

Profile Rank®*:

SHMP Yersion®:

Management Port™;

v

snmpy3-profile

il
161 3
1 v
SHMP w1
SHMP w2
@) SHMP w3
Security Type™: | authandPriv A
Authentication Key: | ssssssssss
Authentication Protocol: | pMDS ~
User Mame: | v3user
Priwacy Kev! | ssssssssss
Privacy Protocal: | DS ~

Clicking New under SNMP Profile, or clicking an existing profile, displays the SNMP
Profile configuration fields to the right.

Note: When you create or edit SNMP profiles, the profiles may not respond
immediately. It may take up to an hour for changes to be reflected in the Responding
SNMP Profiles tab.

Field Description

Active Whether or not the profile is applied to the selected device. The
default is Active.

Description Enter text to describe the profile.

Enabled Whether the profile is used when attempting to communicate

with the selected device. The default is Enabled.

Management Port

Port for the Flow Analysis Collector to use to communicate with
the router. The default is 161.

Profile Rank

Order in which a profile is tried/matched against a router.

SNMP Version

Set the Community String for SNMP v1 and v2

For SNMP v3, choose the Security Type. Depending on the
Security Type chosen, some fields may be disabled. Enter
information in the active fields. If you do not know the
information, contact your SNMP administrator.
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Confiduration

Configure Interfaces

Clicking on a listed network device in the left-hand frame displays the Interfaces that
are available on the selected network device:

Interfaces

Interface Interface Description Interface Alias Agent Type Interface Type Enabled Interface Speed Mumber of Traps
Interface 1 Interface 1 WAN other Yes Unknown 0
Interface 10 Interface 10 WAN other Yes Unknown o
Interface 2 Interface 2 WAN other Yes Unknown L]
Interface 3 Interface 3 WAN other Yes Unknown 0
Interface 4 Interface 4 WAN other Yes Unknown 1]
Interface 5 Interface 5 WAN other Yes Unknown L]
Interface 6 Interface 6 WAN other Yes Unknown 0
Interface 7 Interface 7 WAN other Yes Unknown 1]
Interface 8 Interface 8 WAN other Yes Unknown L]
Interface 8 Interface 9 WAN other Yes Unknown ]

Clicking on an interface displays the Interface Enabled configuration GUI below:

Interface Enabled Trap Configuration
Enabled:
Attribute Type Notes
Enabled boolean whether or not the interface is being monitored for
NetFlow data; default=enabled

Configure Traps

Clicking on Trap Configuration displays a listing of defined traps on the particular
interface of the selected network device:

Interface Enabled Trap Configuration
Mew  Delete

Active Description

Yes
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Configuration

Clicking on a trap configuration in the list displays the Trap Configuration GUI to the
right:

CA Nimsoft Monitor for Flow Analysis Save  Discard = 7
=23 CA Nimsoft Monitor for Flow Analysis - ———
57 All Routers
(23 10.0.40.33 Interface Enabled Number of Traps
) 10.0.40.34 Interface 1 Yes i
10,051 Interface 10 Yes i
w079 Interface 2 Yes N
() 10.0.8.199 Interface 3 Yes i
(7 10.0.8.200 Interface 4 Yes 0
() 10.0.8.201 Interface 5 Yes i
(£710.0.8.237 Interface 5 Yes i
Dw.08.11 Interface 7 Yes 0
(£J10.0.9.12 B Interface 8 Yes i
w0813 B Interface 9 Yes 0
(£)10.0.9.14
£110.0.8.15
£110.0.8.16
10.09.17 Interface Enabled | Trap Configuration
)10.0.8.18 New Delete Trap Configuration
£110.0.5.19
D w.0.8.20 Active Description Active:
£110.5.0.21 No Description: | Example
[110.5.0.22 Trap Type: (O Figw Count
(110.5.0.23 .
U Rate
[)10.5.0.24
®
(£110.5.0.25 @ Utiization
S 10.502 Application®: | All Network Traffic (all >
10.5.0.27
= TOS: -
J10.5.0.28
(£110.5.0.23 In threshold™: =
(] 10.5.0.80 In Duration™ | g =
(20 138.42.200.154
0 172.18.255.45 Out threshold™: =
- ~
()172.19.255.46 Out Duration™ | 1 2

(0 172.15.255.47
(D 172.19.255.48
(2] 172.19.255.48

T1172 18 255 50

~ volume

All Trap Types share two attributes--Active and Description.

Attribute | Type Notes

Active boolean |whether or not an SNMP trap will be issued for the specified
configuration and assigned interface; default=active

Descripti |string
on

Each Trap Types offers additional configuration attributes specific to its purpose:

Flow Count

@ Flow Count

Total Flows™: :
Flow Rate® flows/minute
Duration™: | 4 :
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Configuration

Rate
© pate
Thresheld Units™*:
Application™;
TOS:
In Threshold®:

In Duration™:

Out Threshaold*:

Out Duration™:

Utilization

© Utiization

Threshold Units:
Application™;

TOS:
In threshold™:

In Duration™:

Out threshold™:

Out Duration™:

Volume
© yolume
Threshold Units*:
Application™;
TOS:
In Threshold™:
In Duration™:
Out Threshold®:

Out Duration™:

Mbos

All Network Traffic (ally

n.l'rl'l
All Metwork Traffic (all)

MEB

All Metwork Traffic (all)

4

LIEIREAEARESEANE At

4

LILIREEARE A ANE At

<

LIEARE AR L RE 4t
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Configuration

Confidure Reports

After the preceding configuration steps are accomplished, you are ready to view Flow
Analysis reports.

See the section on Reports (see page 27) for a description of setting up and using Flow
Analysis reports, and the options that are available.
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Chapter 3: Reports

Flow Analysis Data Reporting

The Flow Analysis web interface provides an integrated view of your network's Top N
applications, hosts, and device interfaces. This section describes the types of reports
and options that are available.

Flow Analysis offers a multi-dimensional view into the flow data received from your
network infrastructure. You can traverse the data to answer these, and other, types of
questions:

m  Who talked to whom? When? (Optimize bandwidth allocations and cost savings, or
detect malicious traffic)

m  What protocol is most heavily used? (Optimize Class of Service offerings)

m Where is the highest volume of network traffic? (Optimize VPN settings and
bandwidth allocation; troubleshoot sudden changes in usage)

m  What type of service (e.g. platinum, gold, silver) is being impacted?

Using flow reporting together with QoS data reports within UMP, you can view your IT
service environment from a device-, service, or application-specific perspective.
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Flow Analysis Data Reporting

Understanding Data Reporting Intervals

Most data from the Flow Analysis probe is stored as aggregated data for 15-minute
intervals. Data for each 15-minute interval that ends in the time window you specify is
included in the report. If, for example, at 12:05 you request a report for the Top 10 for
the last 15 minutes, the aggregated data for the interval 11:45 to 12:00 is displayed. If at
12:05 you request data for the last hour, you see data for the interval 11:00 to 12:00.

The exception to this is when you drill down to a report for an interface. For interfaces,
data for the last 24 hours is stored in 1-minute intervals; data older than 24 hours is
stored in 15-minute intervals.

The 1-minute data aids in troubleshooting, when you may need current and detailed
data for an interface. When you click the name of an interface in the Top Interfaces
chart in the main window, the report for the interface is displayed showing data for
1-minute intervals if possible. There are cases where 15-minute data is shown for an
interface drilldown report:

m  [f the report interval requested extends past 24 hours. The 1-minute data is stored
only for the last 24 hours. If data older than 24 hours is requested, only 15-minute
intervals are available.

m  If the report interval requested is longer than 5 hours. To avoid performance issues
due to processing large amounts of data, 15-minute data is displayed for report
intervals longer than 5 hours.

Data for Top Hosts and Top Applications is only stored for 15-minute intervals, including
for drilldown reports.
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Common Elements

Why is the Displayed Interval Different Than the Requested Interval?

The caption below each chart tells you the interval of the data displayed, and the data
interval requested. Sometimes the interval displayed is slightly different than the
interval requested. For example, in the image below data for the last 15 minutes was
requested at 10:52, and data from 10:30 to 10:45 is displayed.

Total Bytes Percent

5,390,371,5840 ] 42%
4,862,558,208 I 3%
1,252,572,032 || 10%:
260,858,416 | 2%
196,945,728 | 2%
138,794,150 | 1%
174,051,488 | 1%
171,465,540 | 1%
159,980,285 | 1%
115, 146,496 | 1%

Showing Togp 10 from 1030 AM 1 V262002 fo [lOEsdANM 112672002, Requested Top 10 in the fast 15 minute s

This occurs because Flow Analysis data is stored in 15-minute chunks. When you request
data for the last 15 minutes, data for the chunk that ends within the last 15 minutes is
displayed. So, when at 10:52 you request data for the last 15 minutes (10:37 to 10:52),
the chunk that ends within that window is data for the interval 10:30 to 10:45.

Also, there is a slight delay (up to 3 minutes) while data is stored in the database. So, if
at 11:00 you request data for the last 15 minutes, you may see data for the 10:30 to
10:45 interval. At 11:03 if you request data for the last 15 minutes, you see data for the
10:45 to 11:00 interval.

Note: The delay does not occur when viewing 1-minute data in interface drilldown
reports.

Common Elements

The following GUI elements are available in all Flow Analysis portlet reports:

Top Bar Elements

Time: | Custom | Top: |10 ¥ | Flow Analysis Collector: |/cespal3-refdom/cespal3-refhub/cespald-ref e - -ﬂ- ?
3

From: | 5:40 AM » | 10232012 [@| To: |9:55 AM » 1002302012 Set
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Common Elements

Chart Options

1.
2.
3.

Time -- the time interval over which the data displayed has been gathered (latest 15
min (default), latest 1 hour, latest 4 hours, latest day, latest week, Custom)

Top -- number of interfaces/hosts/applications shown in the Top N reports (5, 10
(default), 15, 20, 25)

Flow Analysis Collector -- collector that is supplying data to the reports; also known
as the Flow Analysis Probe

Refresh button -- queries the database for the latest intervalized data. Can be set
to: Manual and Auto refresh (1, 5, 10, and 15-minute intervals)

Configure button -- opens the Configuration panel
Help button -- displays online help

From, To, and Set -- Visible only if you choose Custom for the Time field. These
fields allow you to select a time interval for displaying data. Enter time and date
information in the From and To fields, then click Set. The time interval must be
within the last 31 days.

illl E X

Column Chart
Bar Chart
Line Chart

Export to CSV. “*" Click the icon and enter a save location. The data that you see
in the report is what is saved.
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Common Elements

Column View Options

Column Dragdging

Drill down links

Display Tooltips

Clicking on a column header toggles the data below in ascending or descending sort
order. You can hide or display columns using the check boxes.
¥ Router

% l Sort Ascending

ﬁl Sort Descending

[EH columns P [¥]  interface
138.42.200.154 | [@] Router
138.42.200.154 1

V| Bytesin

138.42.200.154
[¥] Bytes Out

138.42.200.154

138.42.200. 154 ] Total Bytes

138.42.200.154 [¥] Percent

You can drag entire columns into a preferred order. This column re-ordering is not
persistent if you refresh or close the browser.

Click the blue links for interfaces, hosts, conversations, and other items. Each view in
UMP is a "deep URL" which, if copied and pasted into another browser window or tab,
will display the same webpage/report, with updated data for the latest time interval.

Host Bytes In Bytes Out
1 devhvmgr.dev.fco (138.42.223.17) 91,273,776 2,073,274,880

Display detailed information for some items in report views by positioning your cursor
over the item. When you hover the cursor over the chart data bars you get both a
tooltip and the corresponding data in the table is highlighted. Conversely, hovering over
a data row in a table highlights the corresponding chart bar.

Information String

Beneath each report chart on the lower right is a caption that provides details about the
data that is displayed in the report.
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Flow Analysis Main Page

Flow Analysis Main Page

The Flow Analysis main window displays TopN data for data flows between:
m  Top Interfaces

®  Top Hosts

m  Top Applications (protocols)

Clicking on an interface name in the Top Interfaces graph displays a drill-down report on
Top N conversations/hosts/applications from the perspective of that interface.

Similarly, clicking on a Host name or Application in their respective graphs drills down to
the host or application and provides additional information.

If a magnifying glass icon appears next to a device name, you can click the icon to search
for the device in Unified Service Manager (depending on the device, not all searches
provide additional information).

2,17.8.10
2,310,102 Q4
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Interfaces

Interfaces

From the main report, drilling down on an interface shows the traffic that is flowing
across the selected network device interface. This information is useful when optimizing
VPN settings and bandwidth allocation, fine tuning service offerings, or troubleshooting
sudden changes in usage. It can be used to optimize bandwidth allocations or to detect
malicious traffic.

These reports are displayed:
m  Top Conversations by Application

m  Top Hosts by Application

Top Application
m  Top Type of Service by Conversation

m  Top Type of Service by Host
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Interfaces

e
Cnimsoft

Flow Analysis = Home  Unified Dashboards  Reports  Design  Configuration
1| FlowAnalysis
Flow Analysis >> 138.42.200.154 - VI136 Time: 15 minutes v Top:
Top Conversations by Application
1,800,000,000
1,600,000,000
1,400,000,000
., 1.200,000,000
£ 1000000000
5 800,000,000
2 600,000,000
400,000,000
200,000,000
0
1 2 3 4 5 6 7
Conversations
Host 1 Host 2 Applcation Bytestn Bytes Out
1 138.42.136.250 172.19.0.80 ms-sqs 1,079,3498,224 593,856,960
2 138.42.1%.57 138.42.229.201 http 1,418,214, 144 9,223,158
3 1%.42.1%6.24 172.18.2.69 https 67,459,456 1,291,880,960
4 138.42.1%6.24 172.18.2.75 https 64,642,198 1,242,161,408
5 138.42.136.198 172.18.2.69 htips 60,224,504 1,200,660,480
6 138.42.136.25 172.18.2.69 https 54,436,336 1,121,436,54
7 138.42.13.198 172.18.2.75 https 51,227,590 991,505,280
8 138.42.136.25 172.18.2.75 https 51,100,032 981,956,416
9 138.42.136.199 172.18.269 https 45,870,064 963,948,928
10 138.42.136.199 172.18.2.75 https 43,832,160 860,256,512
Top Hosts by Application Il R Top Applications
5,400,000,000 12,000,000,000
:'igg gzz Egg 10,000,000,000
,, 3.600,000,000 ., 000,000,000
% 3,000,000,000 % 6,000,000,000
T 2:400,000,000 a
2 1,800,000,000 2 4,000,000,000
1,200,000,000 S
600,000,000 X
0 0
1 2 3 4 5 6 7 8 9 10 htps  ms-sq-s
Host Application
Host Applcation BytesIn Bytes Out TotalBytes Percent Appication BytesIn
1 17218269 htips 4,995,863,552 247,719,296 5,243,582,976 (] 21% 1 https 9,768,712,192
2 17218275 htips 4,960,265,472 230,297,664 4,690,563,072 ] 18% 2 mssds 695,910,400
3 1%.42.1%.24 htips 132,229,384 2,534,231,552 2,666,460,928 (] 1% 3 htp 269,479,776
4 138.42.136.198 https 119,263,144 2,328,853,248 2,448,116,480 1 10% 4 msds 1,402,654, 464
5 136.42.136.25 htips 105,766,064 2,104,000,512 2,209,766,656 ] % 5 TCP-3306 550,362,816
6 138.42.1%.199 https 89,233,592 1,825,018,112 1,914,251,776 1 8% 6 sh 479,812,672
7 138.42.136.250 mssais 1,080,494,592 594,643,712 1,675,138,304 1 7% 7 smp 114,231,400
5 172.19.080 ms-sahs 593,856,960 1,078,348,224 1,673,205,120 1 7% 5 TcPo02 161,769,440
9 138.42.136.57 http 1,418,214,400 9,226,064 1,427,440,512 1 6% 5 orade 43,034,728
10 138.42.220.201 http 9,223,158 1,418,214,144 1,427,437,312 1 6% 10 Tc-5389 49,619,800

‘Showing Top 10 from 11:43m OB/15/2012 to 12:43pm 0B/15/2012. Requested Top 10.

Top Type Of Service by Conversation RN (v Top Type Of Service by Host
1,800,000,000 5,400,000,000
1,600,000,000 4,800,000,000
1,400,000,000 4,200,000,000
., 100,000,000 ., 3.600,000,000
£ 1,000,000000 £ 3000000000
] 800,000,000 = 2,400,000,000
2 600,000,000 2 1,800,000,000
400,000,000 1,200,000,000
200,000,000 600,000,000
o 0
1 & 3 4 5 6 8 9 10 1 2
Conversations
Type Of Service Host 1 Host 2 Bytes In Bytes Out Total Bytes Percent Type Of Service Host
10 1384213625 172.19.0.80 1079,398,224 593,856,960 L5120 4% 1o 172.18.2.69
20 184213657 1384220201 1418214144 9,223,158 [REZCAT I | 12% 20 172.18.2.75
30 138421624 172.18.2.69 67,459,456 12188090 1393046 || 1% 30 138.42.136.24
40 184213624 17218275 63,263,728 122156672 13054088 || 1% 40 138.42.136.198
50 138.42.136.198 172.18.2.69 60,224,504 1,200,660,480 1,260,884,864 1 10% 50 138.42.136.25
6 0 138.42.136.25 172.18.2.69 54,436,336 1,121,436,544 1,175,872,768 1 10% 6 0 138.42.136.199
70 138.42.136.198 172.18.2.75 51,227,540 991,505,280 1,042,732,800 1 9% 70 138.42.136.207
8 0 138.42.136.25 172.18.2.75 51,100,032 981,956,416 1,033,056,448 1 8% 8 0 172.19.0.80
90 138.42.136.199 172.18.2.69 45,870,064 963,948,928 1,009,818,944 1 8% 90 138.42.136.250
0 0 138.42.136.199  172.18.2.75 42,700,552 857,499,008 900,199,552 1 % 00 138.42.136.57

‘Showing Top 10 from 11:43am 08/15/2012 to 12:43pm 08/15/2012. Requested Top 10.

F- 4+ x|
10 ¥ Flow Analysis Collector: | /cespa03-refdomicespa03-refhublcespa0d-ref v | @ v ¢ 2
e = &
8 9 10
Total Bytes Percent
1,673,205,120 - 4%
1,427,437,312 - 12%
1,359,340,416 [ 1%
1,306,803,584 [ ] 1%
1,260,884,864 ] 0%
1,175,872,768 ] 10%
1,042,732,800 ] 9%
1,033,0%,448 [ ] 8%
1,009,318,944 n 8%
904,088,704 [ ] 7%
‘Showing Top 10 from 11:43am 08/15/2012 to 12:43pm 08/15/2012. Requested Top 10.
A = (a
htp  msds TCP-3306  ssh shmp  TCP-902  oracle TCP-5989
Applications
Bytes Out Total Bytes percent
1,203,200,512 10,971,912,192 | 61%
1,218,652,928 1,914,563,328 ] 1%
1,488,084,73%6 1,757,564,544 ] 10%
12,742,359 1,415,396,864 ] 8%
211,007,632 761,460,480 1 %
12,806,912 492,619,584 1 3%
121,694,688 235,926,096 | 2%
% 161,769,488 | 1%
64,977,320 108,012,048 | 12%
2,377,413 51,997,212 0%
‘Showing Top 10 from 11:43am 08/15/2012 to 12:43m 08/132012. Requested Top 10
IEE = v
3 4 5 6 7 9 10
Host Senvice
BytesIn Bytes Out Total Bytes Percent
4,995,910,656 247,751,200 5,243,661,824 (] 20%
4,466,172,928 230,866,480 4,697,039,360 n 18%
130,327,824 2,523,721,728 2,654,049,792 1 10%
116,195,408 2,347,654,6% 2,463,849,984 ] 0%
105,927,592 2,106,559,872 2,212,487,424 [] 9%
89,072,816 1,866,883,840 1,955,956,608 ] 8%
13,786,078 1,844,153,984 1,857,940,09 1 7%
591,819,648 1,073,3%0,144 1,665,209,856 1 6%
1,052,729,152 574,419,328 1,627,148,544 1 6%
1,418,216,960 9,226,845 1,427,443,8%0 1 6%

‘Showing Top 10 from 11:43am 08/152012 to 12:43pm O8/13/2012. Requested Top 10.
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Hosts

Hosts

~—

Cnimsoft

Flow An;

5 FlowAnalysis

Home  Unified Dashboards

Flow Analysis >> 138.42.200.154 - VI136

Top Applications

Total Bytes

o o | o el =

5,500,000,000

5,000,000,000

4,500,000,000

4,000,000,000

3,500,000,000

3,000,000,000

250,000,000

2,000,000,000

1,500,000,000

1,000,000,000

500,000,000

Application
https

http
TCP-8080
ssh
TCP-48000
fio

https

BytesIn
4,766,312,448
0

2,711

4902

1,783

47,784

From the main display, drilling down on a host provides two reports about the traffic
seen on that host:

Reports Design Configurat

Top Application

Top Interfaces

e &
TCP-5080 ssh Tcp-43000 w
Applications

Bytes Out Total Bytes Percent
240,525,488 5,006,837,760 I 5%
187,235,600 187,235,600 1 =
25,738 68,449 0%
6,472 11,374 %
1,607 3,390 0%
35,30 83,144 0%

‘Showing Top 6 from 11:06am 08/17/2012 to 12:06pm 08/17/2012. Requested Top 10.

Time: 1Sminutes . Top: 10

Top Interfaces

Total Bytes

5,400,000,000

4,800,000,000

4,200,000,000

3,600,000,000

3,000,000,000

2,400,000,000

1,800,000,000

1,200,000,000

600,000,000

Interface
w301
w136
Giyjs8
V229

BytesIn
427,835,200
4,766,363,136
0

47,784

P T

Flow Analysis Collctor: |Icespa03-efdomicespa03-refhublcespad3-ref v| @ ~ & 2

Bytes Out
4,766,417,408
240,561,168
187,235,600
35,360

Interfaces

IEE % v

Gitiag vi229
Total Bytes Percent

5,194,252,800 [ ] 50%
5,006,924,288 — %
187,235,600 | 2%
83,144 0%

‘Showing Top 4 from 11:06am 08/17/2012 to 12:06pm 08/17/2012. Requested Top 10.
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Applications

Applications

Drilling down on an Application from the main screen displays, depending on the
protocol, up to two detail reports:

®  Top Hosts
m  Top Interfaces
—
Cnimsoft
Flow Analysis me Unified Dashboards Reports Design Configuration
[ FlowAnalysis F- o+ x|
Flow Analysis >> 138.42.200.154 - V11368 Time: 1Sminutes ¥ Top: 10 ¥ Flow lysis Collecte 03- v 2 %2

Top Interfaces

250,000,000

200,000,000 o

150,000,000 4

Total Bytes

100,000,000 o

50,000,000 o

Interface
V303
viz10
Vii3s

a1
Gy

2w [ | ] s B o |
=
B

BytesIn

12,412,984
&7,607,128
34,994,968
590,596
1,180,098
27,04
03,39

0

0

02,745

Eel= &

V136 316

Bytes Out
100,430,464
57,561,208
36,849,952
839,478
628,781
363,978
am a7t
490,534
426,728
211,39

vI229

Interfaces

V138

TotalBytes
222,893,456
155,168,3%
7174920
183,074
1,808,530
61,122
73,500
400,538
26,728
13088

w313

Giti Git/4g vi3o1

Percent

g
®

‘Shawing Top 10 from 12:200m 08162072 to 12:390m 08/16/2012. Requested Top 10.
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Chapter 4: Troubleshooting

No Data Displayed in Reports (Time Delay in Reported Data)

Valid on all platforms

Symptom:

| keep seeing this error message:

Mo data returned, There may be no data within the spedfied timeframe. Click
here to retry. If you expect to see data in the specified timeframe, please check
the status of monitoring_services and that the netflow probe for NetFlow
Collector™/fritzmandevdomain,ritmal4-730/ritma0<4-780" is running and
functioning correctly.

Details:
HTTP Status Code: 204 Mo Content

Solution:

Increase the Time Offset setting in the Collector Configurations tab.
Probe Configurations Collector Configurations
D34 Administrator Username®: | ddminiskrator

D54 Adriniskrakar Password®;

SMMP Trap Destination™: | 127.0.0.1
Tirne Offset in Seconds™®: | 1480 :
Setting Time Offset in Seconds to a larger value may be necessary for slow Flow Analysis

Collector systems. Do not set this to a value greater than 500 or there will be a
significant delay in displaying reports.

More information:

Configure Flow Analysis Collector (see page 19)
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Flow Analysis Stops Collecting Data After 15 Minutes

Flow Analysis Stops Collecting Data After 15 Minutes

Symptom:

The Flow Analysis probe seemed to function for 15 minutes, then stopped collecting
data.

Solution:

The Windows administrator (DSA) credentials for the Flow Analysis Collector system are
not correct. Enter the credentials in the DSA Administrator Username and DSA
Administrator Password fields of the Collector Configurations tab in the Probe
Configuration window.

Probe Configurations Collector Configurations
D34 Administrator Username®: | ddminiskrator

D54 Adminiskrakor Password®;

SMMP Trap Destination™®: | 127.0.0.1

Time Offset in Secands*: | 180

<

The user name entered must have administrator privileges on the Flow Analysis
Collector system.
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Links to USM Do Not Function

Links to USM Do Not Function

Valid on all platforms

Symptom:

When | click on the "search USM" magnifying-glass icon in the Flow Analysis GUI, the
system tells me "No Metrics Available." This happens for all devices that | search for in
USM.

Solution:
Verfiy that the snmptd probe is configured correctly using the following method:

In the snmptd probe configuration (double-click the snmptd probe icon in Infrastructure
Manager), make sure the Remove Double Quotes check box is ticked.

Setup | Geneiic] ok |

— Mimzoft SMMP TRAF Daemon properties

Cancel
SHMP TRAP Partz [udp. comma separated]

|152

SMMP Relay targetz [comma separated)

Log Level——— Log Size———
{ — “ 100 KB

[~ Enable Name Resolution
[~ Enable Generic
¥ Remove Double Qoutes

Interval for sending QoS on traps |1 min "'I
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Link to USM Displays Incorrect Device

Link to USM Displays Incorrect Device

Valid on all platforms

Symptom:

When I click on the "search USM" magnifying glass icon in the Flow Analysis GUI, | am
linked to the wrong device in the USM view.

Solution:

If a device is not a member of a group in USM, the USM search algorithm is unable to
make an exact match and returns the closest match it finds. Check in UMP whether the
device is a member of a group. If it is not in a group, add it to an existing or new group.

Collector not shown in drop down menu

Valid on all platforms

Symptom:

When I click on the top bar drop-down menu to show available Collectors, none are
shown or the one | want is not listed.

Solution:

Discovery Services has not found the Collector probe on the Collector system. Stop and
restart the Discovery_server and Discovery_agent probes from Infrastructure Manager.

Error Messade Code 500

Symptom:

| get error code 500.

Solution:

Monitoring services can’t find any probes. This may mean that the discovery_server is
not running. Even if the probe itself is not running it will show up (marked in
orange/red) in the discovery list.
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Error Message Code 400

Error Messade Code 400

Symptom:

| get error code 400.

Solution:

Cannot communicate to the probe. This happens if the probe is not running or cannot
be communicated with.

Error Messag Code 200

Symptom:

| get error code 200

Solution:

The probe responds with an empty data set. This can happen if there is no data available
for the time range selected or if the system time set on the NetQoS system is
inaccurate.

Chapter 4: Troubleshooting 41



	CA Nimsoft Monitor for Flow Analysis User Guide
	Contents
	1: Introduction
	About This Guide
	Flow Analysis Concepts
	Flow Analysis Terminology
	NetFlow
	Conversation
	Flow
	Interface
	Protocol
	QoS (Quality of Service)
	Report



	2: Getting Started
	Prerequisite Components
	Deploy the Flow Analysis Reporter Portlet
	Configuration
	Open Port 9995
	Enable NetFlow on Network Devices
	Opening the Configuration GUI
	Configure Flow Analysis Probe
	Configure Flow Analysis Collector
	Set Up SNMP Profiles
	Configure Interfaces
	Configure Traps

	Configure Reports


	3: Reports
	Flow Analysis Data Reporting
	Understanding Data Reporting Intervals
	Why is the Displayed Interval Different Than the Requested Interval?

	Common Elements
	Top Bar Elements
	Chart Options
	Column View Options
	Column Dragging
	Drill down links
	Display Tooltips
	Information String

	Flow Analysis Main Page
	Interfaces
	Hosts
	Applications

	4: Troubleshooting
	No Data Displayed in Reports (Time Delay in Reported Data)
	Flow Analysis Stops Collecting Data After 15 Minutes
	Links to USM Do Not Function
	Link to USM Displays Incorrect Device
	Collector not shown in drop down menu
	Error Message Code 500
	Error Message Code 400
	Error Messag Code 200



